
 
 
 

Communications Data and the Capability Gap 

 

BACKGROUND 

The concept of a ‘capability gap’ in the acquisition of communications data was first raised in the 

debate surrounding the Draft Communications Data Bill. The purpose of this briefing is to 

demonstrate that using the concept as an argument for the introduction of mass communications 

data collection is fundamentally flawed and unhelpful to what is a serious debate.   

DEFINITION OF A CAPABILITY GAP 

The Intelligence and Security Committee’s (ISC) 2013 report, ‘Access to Communications Data by the 

Intelligence and Security Agencies’, describes the capability gap as the “erosion of the ability of public 

authorities to access the CD [Communications Data] that they require to support their activities”.1 

The same report quotes Home Office estimates that this figure stands at 25% of the data that they 

would wish to access and that it could grow to 35% within two years.2  

KEY ISSUES 

Is there a capability gap?  

During his evidence session to the ISC, the Director General of MI5, Andrew Parker, took issue with 

the Home Office’s estimate, commenting that it rested on “some pretty heroic assumptions”.3 Later 

in proceedings the precise nature of the figure was also questioned by the Communications Service 

Providers (CSPs) that gave evidence. They argued that the Government hadn’t adequately explained 

why the 25% estimate had been assigned. Representatives from the CSPs in their evidence also 

stated that if the Government had simply said “there is a gap and we need to close that gap” then 

the concept of a capability gap existing might have been easier to understand.4 

The ISC’s report took the concerns of the CSP’s into account, concluding: 

“We [the ISC] do not believe that there is any benefit in providing superficially precise 

estimates of the size of this ‘capability gap’: unless there is a demonstrable basis for such 

figures they can be misleading”.5 

In its first report, the Joint Committee on the Draft Communications Data Bill also took issue with 

the idea of a capability gap, commenting that:  
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“Technological advances and mass uptake of internet services since RIPA was passed in 2000, 

including social networking sites, means that there has been, and will continue to be, a huge 

increase in the overall amount of communications data which is generated and is potentially 

available to public authorities.”6 

The Joint Committee’s report went on to argue that part of the capability gap was down to a “lack of 

ability of law enforcement agencies to make effective use of the data that is available”.7 It also 

stated that addressing this aspect of the gap should be the priority, not additional legislation.8 

Similarly, when Sir Bernard Hogan Howe, the Metropolitan Police Commissioner, gave evidence to 

the Home Affairs Select Committee he was asked how he would spend an additional £1.8bn (the 

amount earmarked for the Communications Data Bill). In his answer he highlighted three things: 

training, community policing and IT. He commented:  

“Across the country policing generally spends £1.2 billion on IT… I am afraid, and it does not 

seem to catch criminals.”9  

The fact remains that the police already recover large amounts of data from people they suspect of 

crimes, but are unable to properly utilise it because of manpower shortages and a lack of skills.  

Is there a lack of useful information available?  

There is a broad view that a lack of information available from internet companies is certainly not 

the cause of the capability gap.  

As Facebook’s Global Government Requests report for 2013 highlights, the company received 1,975 

data requests that specified a total of 2,337 users between January and June 2013. They complied 

with 1,343 of them (rejecting 632), meaning that information was disclosed 68% of the time.10  

Similarly Microsoft’s transparency reports highlights that the company only rejected 3.1% or 270 of 

the 8,617 requests that were made in 2013.11  

[A full break down of the UK law enforcement requests made to private companies can be found in 

Appendix 1.] 

This evidence would support the remarks made in the Joint Committee’s report; that information is 

certainly available and accessible. However, the downfall appears to be a lack of law enforcement 
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personnel who properly understand how to legitimately gain access to the information and then 

how to use it.  

The Woolwich Case 

The evidence suggests that a lack of access to communications data is not the primary reason why 

the murder in Woolwich occurred.  As has been demonstrated, companies will release information 

relating to their customers to law enforcement agencies if the appropriate processes are followed 

and there is a genuine suspicion of wrongdoing. 

It could therefore be argued that in this case, access to the suspects’ communications data was not 

the problem; rather it was the failure of the intelligence services to make use of their existing 

powers.  

It is perhaps telling that some senior Government figures have said that a Bill similar to the Draft 

Communications Data Bill would not have prevented the murder. Eric Pickles MP, the Secretary of 

State for Communities and Local Government, for example has commented that:  

“I know of nothing that would suggest that provisions that were in that bill [the Draft 

Communications Data Bill] would have made any difference in this case or would have saved 

the life of the young member of the armed forces”.12 

In the aftermath of the attack Baroness Warsi, former Minister of State for Foreign and 

Commonwealth Affairs, argued that “we don’t know that any of the powers would have been 

introduced with a new snooper’s charter could have prevented this”. She also warned against the 

introduction of “knee-jerk legislation”.13 

At the same time David Anderson QC, the Independent Reviewer of Terrorism Legislation, tweeted 

his opposition to the attack being used to justify the mass collection of communications data:  

"We have strong laws, excellent intelligence and enforcement – the attackers want us to 

panic, let's hold our nerve”.14 

A spokesman for the Deputy Prime Minister, Nick Clegg MP, also commented on the situation, 

stating: “There are already substantial powers in place to track the communications of criminals and 

terrorists”.15      
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INTERCEPTION OF COMMUNICATIONS COMMISSIONER’S REPORT 

Interestingly the 2013 report of the Interception of Communications Commissioner (IOCCO) 

highlights the potential for what the Commissioner, Sir Anthony May, calls a “significant institutional 

overuse” of the powers available to gain access to Communications Data. He commented that the 

514,608 authorisations from 2013 “had the feeling of being too many”.16  

The report also included the following breakdown of which agencies were making the requests:  

 Police forces and law enforcement agencies - 87.7% 

 Intelligence agencies - 11.5% 

 Local authorities - 0.3% 

 Other public authorities - 0.5% 

This once again highlights that the police and intelligence services already have the powers to access 

a large amount of communications data.  

RESOLVING A CAPABILITY GAP 

One of the most pressing issues that the government faces is the state of the Regulation of 

Investigatory Powers Act 2000 (RIPA). Political consensus is continuously growing around the idea 

that a formal post-legislative scrutiny of RIPA is required.  

The idea of carrying out an audit of the current powers before considering new ones is supported by 

a wide range of figures and organisations, such as the Home Affairs Select Committee whose report 

into Counter-Terrorism recommended a Joint Committee of both Houses of Parliament hold an 

inquiry on the matter “with a view to updating” the legislation.17  

The Shadow Home Secretary, Yvette Cooper MP, stated in a speech that “significant questions 

remain about the way the legal framework operates and whether it is falling behind the pace of new 

technology”. She continued by calling for a “full review of RIPA”.18  

Alongside the introduction of the Data Retention and Investigatory Powers Act the Prime Minister 

and Deputy Prime Minister announced a review into “the capabilities our security and intelligence 
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agencies need,”19 to be led by David Anderson QC, the Government’s Independent Reviewer of 

Terrorism Legislation. It will include an appraisal of RIPA, ahead of what Nick Clegg called a “full 

Parliamentary review” of the legislation, which will take place after the 2015 election.20 

A review of RIPA should focus on the current use of communications data, including an assessment 

of:  

 The type of offences RIPA is being used for. 

 The number of requests approved by law enforcement agencies. 

 The requests that were subsequently rejected by service providers.  

  

This thorough assessment would allow the government to build up a comprehensive picture of how 

communications data is being accessed and how the current powers are used. It is only then that the 

government can properly understand what additional legislation is required. 

The capability of police officers to utilise their current powers is something that is concerning. Ideally 

the Home Office should work with local police forces to identify whether or not they have the 

necessary specialist skills in regards to using communications data, as well as data within physical 

devices that have been recovered as evidence.  An investigation into the information that is available 

but not utilised because of poorly structured requests would also be useful.  

Another body that would be useful to the process would be the IOCCO, as the 2013 report 

highlighted inspectors have already been tasked with taking a “critical look” at whether or not there 

is overuse of RIPA Part I Chapter II. The findings of this investigation will be important in ascertaining 

how effectively current legislation in this area is used.  

CONCLUSION 

As the briefing has shown the idea of a capability gap in the collection of communications data is 

disputed. In many cases it is in fact the inability of law enforcement bodies to make effective use of 

their current powers that is the problem, not that they can’t access the necessary data. It has also 

been demonstrated that there is support for a thorough review of current surveillance law before 

any new laws are created. 
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APPENDIX 1: COMPANY TRANSPARENCY REPORT INFORMATION 2009-2013 

The below table represents the number of times UK law enforcement agencies have requested data from technology companies as well as the number of 

individual accounts that were affected and the amount of requests that were turned down.  

Where a cell is blacked out it is due to there being no information available for that year.  

 

Company User Data Requests Total  Specified Users/Accounts  

Total 

Requests Rejected  

Total  

Percent
age 

Rejecte
d  

  2009 2010 2011 2012 2013   2009 2010 2011 2012 2013   2009 2010 2011 2012 2013     

Google 1166 2505 2734 2883 2671 10,793     3208 3650 4960 11,818   325 997 624 855 2801 25.9% 

Facebook21          1975 1975         2337 2337         632 632 32% 

Microsoft       9226 8617 17,843       14,301 13,999 28,300       2159 270 2429 13.6% 

Skype22       1268   1268       2720   2720       1268   1268 100% 

Twitter       34 26 60       38 29 67       33 22 55 89% 

Yahoo         1709 1709         2832 2832         456 456 27% 

Linkedin      3 2 4 9     3 2 4 9     3 2 4 9 100% 

Apple          127 127         141 141         80 80 62.9% 

Total  1166 2505 2737 13413 15129 33,784 0 0 3211 20711 24302 48,224   325 1000 4086 2319 7730 22.8% 
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