
 
 
 

Counter-Terrorism and Security Bill: IP Address Matching 

BACKGROUND  

In November 2014 it was announced that the Government would bring forward proposals to 

enable IP address matching. The measures would require internet firms to keep records of 

customer information, to enable law enforcement bodies to decipher who was using a 

device, such as a smart phone or computer, at a given time.  

KEY ISSUES  

 There are questions over whether or not this will be technically feasible.  

 Proper safeguards must be introduced to ensure that these techniques are used 

transparently, that there is a proper level of authorisation and that the oversight and 

redress mechanisms can function effectively.  

 If this measure is introduced, time should be allowed to ensure that its effectiveness 

to law enforcements investigations can be evaluated with due care and 

transparency.  

WHAT IS IP ADDRESS MATCHING? 

Each internet enabled device carries an IP address; essentially the address the user can 

access the internet though. This can be used to identify the person using the device. At 

present Internet Service Providers (ISPs) are not required to store information about which 

individuals have used a particular IP address, many of which are shared between multiple 

users. It has been announced that the Home Secretary's plan would change this by requiring 

them to keep more of the data that can track an individuals' use of the internet for up to 12 

months. 

WHY IS IT NEEDED?  

In an interview with the Andrew Marr Show, the Home Secretary, Theresa May MP, said 

the new measures would help the intelligence and law enforcement agencies “deal with the 

increased threat that we now see.”1 The Home Office has stated that it will help identify:  

 Organised criminals. 

 Cyber-bullies and hackers. 

 Terror suspects and child sex offenders communicating over the internet. 
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 Vulnerable people such as children using social media to discuss taking their own 

life.2 

WHAT ARE THE CRITICSMS?  

The Home Secretary has stated that irrespective of whether this new power is introduced 

and how effective it is, she will continue to push for a return of the Communications Data 

Bill, aka the “snooper’s charter”.  

The Home Secretary has not yet addressed the fact that one of the biggest challenges facing the 

police is making use of the huge volume of data that is already available, including data from social 

media and internet companies. The snooper’s charter would not address this, while diverting billions 

from investing in skills and training for the police. 

There has been little indication of consultation with the ISPs and technology specialists to 

ensure that these proposals are technically feasible. In order to learn lessons from the past, 

any new surveillance legislation should be subject to widespread consultation and 

comprehensive scrutiny. 

The potential cost of these measures is another area concern. James Massey, chairman of 

the Internet Service Providers Association, estimated that it would cost “tens if not 

hundreds of millions” of pounds.3  

The Shadow Home Secretary, Yvette Cooper MP, stated that any measures should be 

accompanied by “appropriate oversight providing sufficient checks and balances.”4 The 

problem of intelligence oversight is a recurring issue. Following calls from the Home Affairs 

Select Committee5, the Deputy Prime Minister, Nick Clegg MP6 and the Shadow Home 

Secretary7 the Government announced a review into the way it operates, to be led by David 

Anderson QC, the Independent Reviewer of Terrorism Legislation. At the same time 

separate reviews are being conducted by the Royal United Services Institute (RUSI) and the 

Intelligence and Security Committee (ISC). It is critical that the new measures take into 
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account the existing weaknesses of the system, as well as the work being done to improve 

it.  

Both of these points link to the wider issue of transparency, this is especially important 

given the Government’s previous actions in the area of counter-terrorism legislation. The 

example of the way that the Data Retention and Investigatory Powers Act (DRIPA) was 

passed is instructive. The Bill went through both the House of Commons and the House of 

Lords with minimal debate, something that was strongly criticised by both MPs and civil 

society groups.8 It is vital that Parliament is allocated the time to fully debate both the 

necessity and the effectiveness of these proposals.  

The effectiveness of the measure is something that also gives cause for concern. It doesn’t 

address the issue of individuals sharing devices, meaning that the IP address may not 

always match the person using it.  

CONCLUSION 

In principle it is quite reasonable for the police to use the power to match an IP address with 

a user, but the effectiveness of this measure should be established and clear and precise 

safeguards must be in place before the proposal is enacted as law. An open consultation 

with proper debate and scrutiny is therefore necessary.  
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