The Interception of Communications Commissioner’s 2014 Report
Big Brother Watch response
Daniel Nesbitt, research director of Big Brother Watch, said: “It is telling that on the same day the
Intelligence and Security Committee publish their ‘landmark’ report, with many key details having
being redacted, the Commissioner has called for the agencies to be more open about how they use
their powers and why they need them.
“Far from giving the organisations using these intrusive powers a clean bill of health, the
Commissioner notes that over 1000 errors have been made. Particularly worrying are the 21
instances that led to ‘multiple or serious consequences’.
“It is vital that the Commissioner upholds his promise to reveal the full details of these incidents and
the subsequent investigations. With increasing amounts of rhetoric on both sides of the debate it is
more important than ever that the public has as much information as is possible to come to an
informed judgement about the role of surveillance in our society.”
Key Statistics






2795 interception warrants, an increase of 1.3% on 2013, but down from 3372 in 2012.
60 interception errors.
517,236 authorisations for comms data, a 0.51% increase from 2013.
998 comms data errors were found.
12 technical system errors and 9 human errors caused “multiple or serious consequences”.

Report
The Commissioner noted that he was “frustrated” that he was perceived to have given public
authorities a “clean bill of health” last year and noted that he had given 400 recommendations to
help improve compliance, systems and procedures (Paragraph 1.9, Page 2).
He has been asked for assistance “on a couple of matters” by the IPT in 2015 (Paragraph 2.14, Page
6). He highlighted and endorsed the fact that his Dutch counterpart, the CTIVD has the power to
“commission experts to perform certain tasks”, for example advising on new developments
(Paragraph 2.21, Page 8).
He argued that there is more the intelligence and law enforcement agencies “could do, and should
do, to better inform the public about how they use their powers under RIPA 2000, why they need
these intrusive powers and, why additional powers might be required” (Paragraph 3.9, Page 10)
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DRIPA
The Commissioner noted that there is no legal requirement for the IOCCO to conduct oversight of
the Act (Paragraph 5.4, Page 13). He also commented that overseas CSPs often ask for additional
information before cooperating with communications data warrants. He felt this was common
practice “as the additional information assists the overseas CSP to determine if the criminal act
within the UK infringes their user agreements and/or laws within their jurisdiction” (Paragraph 5.19,
Page 16)
He noted that “some” CSPs are providing assistance with interception warrants “in very limited
circumstances” (Paragraph 5.21, Page 16).
Although DRIPA required 6-monthly IOCCO reports the Commissioner intends to continue publishing
statistical information on an annual basis. This is due to the amount of time it takes to collate the
data (Paragraph 5.27, Page 17)
Interception Warrants
He found the following (Figure 2, Page 28):




31% authorised for national security.
68% authorised for serious crime.
1% authorised for a combination of the above.

Inspectors visited the 9 agencies and 4 departments twice a year, equalling 26 inspections
(Paragraph 6.51, Page 30). This resulted in 936 warrant inspections or 58% of the total (Paragraph
6.53, Page 30).
As a result of his 2013 report he conducted a review into the retention, storage and deletion of
information. In this report he was satisfied that the “large majority” of his subsequent
recommendations have been implemented in time for this report (Paragraph 6.65, Page 33).
He made 69 recommendations to the agencies, an average of 69 (Paragraph 6.66, Page 33). 47% of
these related to the application process: in particular the issues of necessity, proportionality and
collateral intrusion.
He also considered the legality of thematic warrants, those against “more than one person”. He
concluded they were legal as long as sufficient evidence was presented to include all the targets.
Discrepancies in the use of these warrants were found between agencies and recommended that
further guidance should be produced to increase “consistency and compliance” (Paragraph 6.73,
Page 36).
23% of recommendations were made on safeguards (Paragraph 6.75, Page 36) and 12% on the
implementation and issue of warrants (Paragraph 6.78, Page 37).
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He revealed that the agencies were now working with the IOCCO to ensure that the safeguards in
place were sufficient and could be made public to satisfy the ECHR/the fallout from the Belhadj case
at the IPT (Paragraph 6.79, Page 37).
30 of the 36 2014 recommendations had been “fully achieved” at the time of writing, the remaining
6 had been accepted, but hadn’t been implemented yet (Paragraph 6.80, Page 37).
Figure 4 (Page 38) breaks down the interception errors. The largest numbers were as follows:




36% Safeguards and breaches.
25% failure to cancel interception.
17% incorrect communications address.

Interestingly 8% of errors were because there was “no lawful authority” for the interception.
According to Paragraph 6.87 (Page 39) the breakdown of blame is:





55% Agencies.
2% Warrant Granting Departments.
38% CSPs effecting a warrant.
5% CSPs providing content rather than comms data.

In one instance a GCHQ employee was fired for undertaking “a number of unauthorised searches for
related communications data”, the first recorded instance of “misuse of GCHQ’s interception and
communications data systems in this way” (Paragraph 6.92, Page 40).
Communications Data
The Commissioner found the definitions in this area to be “generally fit for purpose.” However he
conceded that it was often difficult to understand without proper explanation and put forward
concerns over the potentially outdated definition of “subscriber information”. He also highlighted
that “in the online world” it was often difficult to identify what the content was. (Paragraph 7.6,
Page 44).
He welcomed the new requirements for statistics in this area (Paragraph 7.20, Page 47). He found
that there had been an increase in the amount of oral requests for warrants, something that he
attributed to police using it to trace missing and at risk children (Paragraph 7.22, Page 48).
Figure 6 (Page 49) found the following in terms of what data was being requested:





49% subscriber information.
33% traffic data.
2% service use information.
16% combination.
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Figure 7 (Page 49) found the following for requestor:





89% Police & law enforcement agencies.
9.8% intelligence agencies.
0.9% other.
0.4 local authorities.

The Commissioner noted that there was no requirement for collecting information on the number of
individuals affected by warrants (Paragraph 7.29, Page 50).
The report found the following in terms of why the information was being requested:





78.5% prevent or detect crime or prevent disorder.
15% national security
6% emergency - prevent death or injury.
0.5% other (further breakdown in report).

The IOCCO conducted 90 comms data inspections. 51 police forces, 3 agencies, 18 Las and 18 others
(Paragraph 7.33, Page 52).
As a result of these inspections 346 recommendations were made, ranked on a traffic light system
(Paragraph 7.42, Page 55):




4.3% red.
55.5% amber.
40.2% green.

The report found that most of the recommendations “focused on the necessity and proportionality
justifications set out by the applicants” (Paragraph 7.44, Page 56). Figure 10 (Page 57) breaks down
the recommendations.
Communications Data Errors
Of the 998 errors the bulk were reported and investigators identified 13 (Paragraph 7.100, Page 70).
There wasn’t a full breakdown by body, just the following (Paragraph 7.102, Page 70):




84.8% public authorities.
14.3% CSPs.
0.9% other parties.

Figure 13 (Page 71) found lays the blame in the following places:





42.7% SPoCs
35.4% Applicants.
14.3% CSPs.
6.7% Designated Persons.

The next report will focus on the 21 “serious errors” and will include full details of the investigations.
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Inquiry into overuse
The review found that there was no evidence of overuse in law enforcement agencies (Paragraph
7.64, Page 60). In many cases they found that the data was incredibly important (Paragraph 7.65,
Page 61). However the investigation did find that in each instance “a proportion” of the requests
“were not adequately formulated” (Paragraph 7.68, Page 62).
The investigation also found issues with internal investigations, conducted by various Professional
Standards departments. Investigators found that an “excessively high number of applications” were
poorly completed and not properly justified (Paragraph 7.81, Page 65).
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