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Extreme content blocking  

Key issues: 

1) How big is the problem? What work has been done to understand the sort of websites that meet 

the “illegal threshold” and what user population they have? 

2) Process should be transparent, based on clear legal authority, with independent judicial 

oversight and redress for those who have been blocked 

3) Blocking content limits the opportunities to intervene – as with the IWF list, will a splash page be 

used?  

UNDERSTANDING THE PROBLEM 

In its report, the Government’s extremism task force report stated that the task force would “work with 
internet companies to restrict access to terrorist material online which is hosted overseas but illegal under 
UK law.” 
 
The Home Secretary’s written ministerial statement said: “working with the internet industry to restrict 

access to terrorist material online, improving the process for public reporting of extremist content online 

and identifying extremist content to include in family-friendly filters;” 

The question of network-level filtering by ISPs and including websites in their family filters are two very 

different ones. It is fair for family filters to be amended voluntarily, but the decision to block content to 

all customers must not be one made with voluntary agreements – it goes to the heart of protecting 

freedom of speech and the integrity of our foreign policy. 

No evidence has been presented to the number of websites that have been identified as beyond the 

reach of existing take-down powers and as such would be the focus of these blocking provisions. While 

we do not dispute there may be sites that would meet a legal test and could be blocked, it is essential to 

understand the scale and nature of the problem whether we are taking about a small number of websites 

focussed on attracting UK nationals and radicalising them, or any website with any content that could be 

deemed to be extremist (or indeed, a website that in some way contained content that could be 

regarded as extremist, for example social media sites, message boards or user-generated video 

platforms.) 

The Government must ensure such evidence is presented at an early stage in the policy formulation 

process and that policy is narrowly focussed on the specific issues identified.  

BLOCKING PROCESS 

The existing process for taking down websites deemed to breach the law is under Section 3 of the 

Terrorism Act 2006. This has been executed through the CPS signing-off that content meets the legal 

threshold to authorise a take-down. This is already an unsatisfactory process, as the CPS is not an arbiter 

of guilt – merely of the likelihood of a successful prosecution. It is not a judicial authority.  

As such, we do not feel the CPS process is one that can be replicated in this space, indeed the legal test in 

the Act allows, as per s3(a), a constable to take action – an extremely low rank given the wider 

implications of the policy. The question of how a communication under s3 could be served on an 

overseas individual also clearly raises an issue.  
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LEGAL AUTHORITY 

To our mind there is no existing statute that was drafted with sufficient clarity that Parliament could have 

intended or foreseen it to be used as the basis for forcing ISPs to block websites without judicial 

oversight. The process under section 97A of the Copyright, Designs and Patents Act 1988 involves a High 

Court injunction being granted to the applicant and served on ISPs. 

We would submit that such a model could be replicated, including tests of proportionality, allowing 

intervention from ISPs or the website owners, and based on a proper consideration of criminality 

alongside the wider public interest to freedom of speech. The latter is particularly crucial when 

considering how to limit over blocking – for example, should a single Reddit post or Vimeo video enable a 

warrant to be granted to block the entire website? 

The legal authority should also include a requirement to publish the total number of websites subject to 

these orders – however, there is a clear argument about whether the list itself should be public. Given it 

is accepted, not least by OFCOM, that blocking does not stop determined individuals, the harm of 

publishing the list itself is unclear. This should also be taken alongside the question of splash pages 

explored below.  

The Government should put in primary legislation such a process and ensure judicial oversight of any 

blocking orders. 

LIMITING INTERVENTION 

We share the wider concern that a public policy of intervention and engagement would be undermined 

by a wide use of blocking powers. It is also essential it does not become an alternative to pursuing those 

hosting extremist content.  

As has now been agreed by the Government, those accessing websites on the Internet Watch Foundation 

list will be presented with a splash screen intervention, directing them to appropriate organisations. 

There is a clear argument that such a model should be replicated here within the Channel strand of the 

Government’s counter-extremism policy. 

However, such a provision would likely allow the reverse-engineering of the list.  

The question therefore arises that a secret list would limit the opportunity to intervene by negating the 

potential of splash pages. This carries a clear public policy risk, beyond that of driving content –and the 

individuals seeking it – off website based platforms, whether that be the dark web or peer to peer 

networks, making intervention harder.   

CONCLUSION 

 The Government must ensure such evidence is presented at an early stage in the policy 

formulation process and that policy is narrowly focussed on the specific issues identified.  

 The Government should put in primary legislation such a process and ensure judicial oversight 

of any blocking orders. 

 Serious consideration should be given to publishing the list of blocked websites to allow splash 

page intervention. 


