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About Big Brother Watch  

Big Brother Watch is a civil liberties and privacy campaign group founded in 2009. We produce 

unique research which exposes the erosion of civil liberties in the UK, looks at the dramatic 

expansion of surveillance powers, the growth of the database state and the misuse of personal 

information.  

Specific to this consultation Big Brother Watch has produced several reports on the protection of 

personal information, including NHS Data Breaches and Local Authority Data Losses.12 

Big Brother Watch has previously submitted written evidence on big data to the Competition and 

Markets Authority and the Information Commissioner’s Office. We have also given oral evidence to 

the Science and Technology Committee on a number of occasions covering the use of social media 

data and the future applications of biometric data.  

Key Points  

 Encryption is vital to protecting personal data in the digital age.  

 The number and regularity of cyber-attacks will increase with the development of the 

Internet of Things.  

 A proper sanctioning regime that includes custodial sentences for serious incidents must 

be introduced to tackle malicious breaches.  

A number of the questions posed within the Terms of Reference are beyond the remit and expertise 

of Big Brother Watch. This response therefore will not consider the following issues:  

1. The nature of the cyber-attacks on TalkTalk’s website and TalkTalk’s response to the latest 

incident. 

2. The robustness of measures that telecoms and internet service providers are putting in place 

to maintain the security of their customers’ personal data and the level of investment being 

made to ensure their systems remain secure and anticipate future threats. 
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 1. The nature, role and importance of encryption in protecting personal data 

We live in a society which is increasingly dominated by technology and data.   We hand over vast 

quantities of personal data on a daily basis.  From using a bank ATM, to electronic travel cards in 

London monitoring our travel.  Every time we go online be it on our mobile phones, tablets or 

computers we are creating and in turn handing over personal data, including the device we are 

using, our location and our personally identifiable information.  Being aware of the data we share, 

understanding where it is being held and the protection of it is just the starting point of 

understanding how we as individuals can learn to think carefully about the data we hand out and 

whether more protection should be required.  

As we now have little choice in sharing data, it is critical that technology and business work with 

citizens to ensure that their data is safe.  This requires more than a promise that the data is held in 

secure units.  As a number of recent high profile and large scale hacks, have shown that business do 

not have set rules to adhere to when it comes to protecting our data. The proposed changes to the 

EU data protection regulations will potentially establish a new set of rules fit for a technologically 

connected world, but greater understanding of what is required is needed to ensure that the UK is 

not only technically competent but that we take the security of the country and its citizens data 

seriously. 

To begin that process is vital that we understand the benefit and necessity of encryption as a tool to 

ensure that data is kept safe and not accessed maliciously.  

Encryption is currently used widely particularly in the area of banking.  Very few of us would trust 

the safety of online banking were it not for encryption.  

Encryption is often referred to as a method of protecting the bad guy from being caught, however 

the benefits of encryption should not be overlooked.  Encryption is a critical part of the national 

infrastructure not only in terms of cyber defence but also for ensuring, as best as possible, the 

economic well-being of the country.  By securing data and information from prying eyes, from 

hackers and from accidental loss or misuse, encryption plays a critical role.  

The Information Commissioner’s Office has recognised the importance of encryption to protecting 

information: 

“The ICO recommends that portable and mobile devices including magnetic media, used to store and 

transmit personal information, the loss of which could cause damage or distress to individuals, 

should be protected using approved encryption software which is designed to guard against the 

compromise of information.”3 
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In a post in March 2014 Mark Zuckerberg the CEO of Facebook, warned that “To keep the internet 

strong, we need to keep it secure”. Encryption he said was a vital tool in this effort:  

“The internet works because most people and companies do the same. We work together to 

create this secure environment and make our shared space even better for the world.”4 

Addressing concerns about potential moves to weaken encryption Apple CEO Tim Cook showed how 

ubiquitous and important it now is:  

"If you halt or weaken encryption, the people that you hurt are not the folks that want to do 

bad things. It’s the good people. The other people know where to go"5 

US technology expert Bruce Schneier, Chief Technology Officer of Resilient, sums up the importance 

of encryption in a simple way “It protects our conversations, whether video, voice, or text. It protects 

our privacy. It protects our anonymity. And sometimes, it protects our lives”6. 

Keys Under Doormats: Mandating insecurity by requiring government access to all data and 

communications, is a report co-authored by the world’s leading cyber-security experts, which 

highlights the problems with the calls for scrapping or weakening encryption.  

The report is similar to one written twenty years ago when calls to regulate the internet by building 

in backdoors, or creating keys to provide “exceptional access” into systems were being debated in 

the USA.  

The 2015 report argues that there are three overarching problems with providing governments with 

“exceptional access”.  

1. Providing permanent encryption keys would diverge from the current practise of deleting 

keys directly after use. If a key were stolen it could compromise the entire system. 

2. Allowing for this kind of access will “substantially increase” system complexity, with any new 

technology feature having to be tested by hundreds of thousands of developers around the 

world.  

3. The security of the encryption keys is a huge problem. Creating and holding onto a key which 

could unlock a system would establish a weakness for if that key were to fall into the hands 

of an enemy it would give an attacker the ability to cause a huge amount of damage.7 

The report poses 25 questions which the authors suggest “must be answered in detail” before any 

legislation to demand exceptional access is drafted.8 

                                                           
4
 M. Zuckerberg, Facebook Post, 13

th
 March 2014:  https://www.facebook.com/zuck/posts/10101301165605491  

5
 http://www.theverge.com/2015/11/10/9703526/tim-cook-encryption-uk-investigatory-powers-bill  

6
 https://www.schneier.com/blog/archives/2015/06/why_we_encrypt.html  

7
 H. Abelson, R. Anderson, S. M. Bellovin, J. Benaloh, M. Blaze, W. Diffie, J. Gilmore, M. Green, P.G. Neumann, S. Landau, R. 

L. Rivest, J. I. Schiller, B. Schneier, M. Specter and D.J. Weitzner, Keys Under Doormats: Mandating insecurity by requiring 
government access to all data and communications, 6

th
 July 2015, p. 2: 

http://www.crypto.com/papers/Keys_Under_Doormats_FINAL.pdf  

https://www.facebook.com/zuck/posts/10101301165605491
http://www.theverge.com/2015/11/10/9703526/tim-cook-encryption-uk-investigatory-powers-bill
https://www.schneier.com/blog/archives/2015/06/why_we_encrypt.html
http://www.crypto.com/papers/Keys_Under_Doormats_FINAL.pdf


 
 

In closing it is worth considering the words of Admiral James A. Winnefield, Vice Chairman of the 

Joint Chiefs of Staff who stated: 

“But I think we would all win if our networks are more secure. And I think I would rather live on 

the side of secure networks and a harder problem for Mike [NSA Director Mike Rogers] on the 

intelligence side than very vulnerable networks and an easy problem for Mike and part of that, 

it’s not only is the right thing to do, but part of that goes to the fact that we are more vulnerable 

than any other country in the world, on our dependence on cyber. I’m also very confident that 

Mike has some very clever people working for him, who might actually still be able to get some 

good work done.”9 
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 2. The adequacy of the redress mechanisms and compensatory measures for consumers 

when security breaches occur and individuals’ personal data are compromised 

 3. The adequacy of the supervisory, regulatory and enforcement regimes currently in place to 

ensure companies are responding sufficiently to cyber-crime. 

Questions on the effectiveness of corporate responses to cyber-crime are better directed to the 

companies themselves. One improvement should be the sanctions that are currently on offer.  

Currently the Data Protection Act 1998 (DPA) does not provide a real deterrent to those wishing to 

misuse personal data. Of particular concern is Section 55. There is currently no option for the courts 

to hand down a custodial sentence, limiting the punishment to a fine.  

In addition crimes under this section are deemed as civil rather than criminal offences, as a result 

there would be no record of the incident on an individual’s criminal record. This raises the potential 

that an offence could be committed by someone and their future employers would have no 

knowledge of it.  

Introducing the option of custodial sentences for the most serious data offences wouldn’t require 

any further legislation. The measure is already on the statute book in the form of Section 77 of the 

Criminal Justice and Immigration Act 2008. 

Enacting Section 77 has garnered support from the Information Commissioner’s Office,10 the Home 

Affairs Select Committee, 11the Justice Select Committee,12 Lord Leveson13, the findings of the 

Shakespeare Review14 and the Joint Committee on the Draft Communications Data Bill.15 

The amount of personal data being stored is only going to increase with time. This will mean that, 

almost unavoidably the potential for a data breach, loss, theft or hack will grow as well. It’s vital that 

the penalties to punish these incidents keep pace as well.  
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 4. Likely future trends in hacking, technology and security  

Cyber-crime is going to continue. Andrew Bailey, the deputy governor of the Bank of England 

warned that cyber-attacks had “come up the league table” of potential risks in recent years. He 

warned that “we're not going to one day take an action that's going to beat cyber risks once and for 

all because this is a risk that continually evolves around us".16 

In 2014 over 90% of large UK business suffered some form of cyber security breach. This is an issue 

that is not going to go away.17 Recent crime statistics have shown that cyber-crime will remain and 

grow. The decision this year to include cyber offences in annual crime figures total for the first time 

this year led to an increase of 107% overall.  

The issue is not limited to the UK; Keys under doormats notes that cyber-attacks on both US 

government agencies and private organisations are occurring more frequently.18 
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