Police databases:
Over 900 Police staff abuse their access?

To arrange broadcast interviews or discuss the research, please contact:
Daniel Hamilton, Director, Big Brother Watch

Mob (24 hrs): 07810 785 924 | Tel: 020 7340 6030

For the first time, Big Brother Watch has uncovered the true extent to which Police
abuse their access to confidential databases.

e Between 2007 and 2010:

o 243 Police officers and staff received criminal convictions for breaching the
Data Protection Act (DPA).

o 98 Police officers and staff had their employment terminated for breaching
the DPA.

o 904 Police officers and staff were subjected to internal disciplinary
procedures for breaching the DPA.

¢ In Merseyside alone, 208 officers and Police staff received criminal convictions for
breaching the DPA since 2007.

e The areas with the largest number of officers and Police staff who had their
employment terminated for DPA breaches since 2007 were: Kent (10), Merseyside
(7), West Midlands (7), Northumbria (6), Derbyshire (5) and Humberside (5).

e The areas with the largest number of officers and Police staff subjected to internal
disciplinary procedures for DPA breaches since 2007 were: Merseyside (208), West
Midlands (83), Humberside (62), South Yorkshire (42), and Northumbria (39).

A full breakdown of results by local police authority
can be found from pages 4 and 5 of this document.

Commenting on the research findings Daniel Hamilton, Director of Big Brother Watch said:
“The allegations surrounding Andy Coulson are just the tip of the iceberg.

“It's astonishing to think that 904 Police officers and support staff across England
have faced disciplinary action for abusing their access to confidential systems. 243
have received criminal convictions for their actions, while 98 have lost their jobs.

“Our investigation shows that not only have Police employees been found to have
run background records checks on friends and possible partners, but some have
been convicted for passing sensitive information to criminal gangs and drug dealers.
This is at best hugely intrusive and, at worse, downright dangerous.

“Police forces must adopt a zero tolerance approach to this kind of behaviour. Those
found guilty of abusing their position should be sacked on the spot.”

! This report is by Daniel Hamilton, who received assistance with the research from Frank Manning. Previous Big
Brother Watch reports can be found at http://www.bigbrotherwatch.org.uk.
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m Notable cases
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In Merseyside, a combined total of 208 Police officers and staff received legal
cautions for “viewing a computer record relating to a high profile arrest”.

In Dorset, a member of police staff resigned after disclosing information about the
supply of class A drugs to a third party. They later received a Police caution for
violating the DPA and were referred to the Crown Prosecution Service for misconduct
in public office.

In Nottinghamshire, a Police Sergeant was handed a twelve month jail sentence
after being convicted of accessing police systems in order to obtain personal data for
non policing purposes.

In Humberside, action is still outstanding in the case of a member of staff who used
Police systems to access information about a potential partner which they used to
send harassing e-mails and letter.

In Essex, a Police Sergeant was given "advice" by a disciplinary panel after
accessing confidential records systems to obtain his ex-wife's details and passed
them to his solicitors.

In West Mercia, one police officer was handed disciplinary sanctions after using
Police systems to access confidential information about their neighbour. Another
was disciplined for conducting background checks on partner and a work colleague.

In Norfolk, a Police Community Support officer received a caution and was
dismissed from their job after being found guilty of accessing details of a call to the
Police and passing details of it to a family member.

In Lancashire, a member of police staff was dismissed after a disciplinary panel
found her guilty of disclosing confidential policing information on Facebook. A Police
officer in the same authority was given a final written warning for conducting 53
criminal records checks for “no obvious policing purpose”.
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m Methodology

Each Police force in England was sent a Freedom of Information request by Big Brother
Watch on 1* June 2011. Statutorily, responses to this Freedom of Information request had
to be provided to Big Brother Watch by 29" June 2011. In order to accommodate the
responses of authorities who had failed in their obligations to reply in a timely manner,
responses received up to 8" July 2011 are included in this research.

The following questions were asked of each authority:

1. The number of a) police officers and b) civilian employees have been convicted for
breaches of the data protection act in the past three years.

2. The number of a) police officers and b) civiian employees have had their
employment terminated for breaches of the data protection act in the past three
years.

3. The number of a) police officers and b) civilian employees have been disciplined
internally but have not been prosecuted for breaches of the data protection act in the
past three years.

In each case, Police Authorities were asked to provide a clear, itemised list of the offences
committed by the individual in question i.e. "Abusing privileged access to the Police National
Computer" or "Passing information to an unauthorised third party".

For the purposes of this research, the definition of the "past three years" is the period up
from May 2008 to May 2011. Police Community Support Officers (PCSOs) have been
included in our definition of a “Police officer”.
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m Results by Police Authority

Data Protection Act

Employment Terminated

Internal Discipline

Force Police Civilians Total Police Civilians Total Police Civilians Total
Avon and Somerset Police 0 0 0 0 1 1 25 7 32
Bedfordshire Police 0 0 0 0 0 0 7 1 8
Cambridgeshire Constabulary 0 0 0 0 4 4 4 8 12
Cheshire Constabulary 1 0 1 3 0 3 23 7 30
City of London Police 0 0 0 0 0 0 0 0 0
Cleveland Police 0 0 0 1 3 4 7 3 10
Cumbria Constabulary 0 2 2 1 1 2 13 9 22
Derbyshire Constabulary 1 2 3 3 2 5 11 4 15
Devon and Cornwall Constabulary 1 0 1 1 0 1 24 14 38
Dorset Police 0 1 1 0 2 2 10 14
Durham Constabulary 0 0 0 0 1 1 0 3 3
Dyfed Powys Police Refused to provide information
Essex Police 0 1 1 3 0 3 7 4 11
Gloucestershire Constabulary 1 0 1 1 2 3 3 5 8
Greater Manchester Police 1 0 1 0 1 1 3 2 5
Gwent Constabulary 0 0 0 0 1 1 4 3 7
Hampshire Constabulary 2 2 4 3 1 4 22 11 33
Hertfordshire Constabulary 0 1 1 0 1 1 1 3 4
Humberside Police 0 0 0 1 4 5 34 28 62
Kent Police 2 0 2 5 5 10 7 21 28
Lancashire Constabulary 0 0 0 0 4 4 16 9 25
Leicestershire Constabulary Refused to provide information
Lincolnshire Police Failed to respond
Metropolitan Police 2 0 2 2 1 3 8 1 9
Merseyside Police 208 7 208
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Data Protection Act Employment Terminated Internal Discipline

Norfolk Constabulary 2 0 2 2 1 3 8 1 9
North Wales Police 2 0 2 2 0 2 18 2 20
North Yorkshire Police Failed to respond

Northamptonshire Police 0 0 0 5 0 5 3 10 13
Northumbria Police 0 0 0 2 4 6 20 19 39
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Nottinghamshire Police 0 1 7 1 8

South Wales Constabulary Refused to provide information

South Yorkshire Police 0 1 1 0 1 1 26 16 42
Staffordshire Police 1 0 1 1 1 2 4 6 10
Suffolk Constabulary 0 0 0 0 0 0 5 3 8
Surrey Police 0 0 0 1 1 2 14 15 29
Sussex Police 0 0 0 1 0 1 17 2 19
Thames Valley Police 1 0 1 0 1 1 1 7 8
Warwickshire Police 0 0 0 0 0 0 0 0 0
West Mercia Constabulary 0 0 0 2 0 2 26 6 32
West Midlands Police 7 0 7 7 0 7 69 14 83
West Yorkshire Police Refused to provide information

Wiltshire Constabulary Failed to respond
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m About Big Brother Watch

Big Brother Watch is a campaign from the founders of the TaxPayers' Alliance, fighting
intrusions on privacy and protecting liberties.

Big Brother Watch produces regular investigative research papers on the erosion of civil
liberties in the UK.

Whether it be by placing microchips in rubbish bins or snooping on your family using covert
surveillance, we will name and shame the local authorities most prone to authoritarian
abuse.

We champion individual cases. We want to use the legal system to help the man in the
street fight injustice and regain his personal freedom; we are building up a legal fund to back
such cases.

We will help you use the Freedom of Information Act to demand to see data held about
yourself by the authorities, to extend our right to government information and to unearth the
reality of the Big Brother state.

We want Big Brother Watch to become the central hub for the latest news and debates on
personal freedom and civil liberty — a forum for information and discussion on something
that directly affects British citizens in their everyday lives.

Big Brother Watch also aims to expose the extent to which the web has become the first line
in state surveillance. The floodgates for the co-opting of internet activity into the state’s
control have opened, as companies are leant on to release online personal data. Safeguards
are needed before it’s too late.

We hope Big Brother Watch will become the gadfly of the ruling class, a champion for civil
liberties and personal freedom — and a force to help a future government roll back a decade
of state interference in our lives.

To arrange broadcast interviews or discuss the research, please contact:
Daniel Hamilton, Director, Big Brother Watch

Daniel.Hamilton@bigbrotherwatch.org.uk
Mob (24 hrs): 07810 785 924 | Tel: 020 7340 6030

Page | 6
55 Tufton Street, London SW1P 3QL
www.bigbrotherwatch.org.uk m 020 7340 6030 (office hours) m 07810 785 924 (24 hours)



